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Mandates and Disruptions
ﬂ

$20
Mandates: c
: i S H
* Increase customer retention and acquisition S5 -
= C
* Build systems around customer/partner access $15 | 5 2 mo ]
while preserving customer privacy a S -
i i £ 3
+ Avoid downtime Ek: -
Disruptions: 10 -5 2 m oL
C =
 Direct revenue losses 2 =
Average $2,000,000 / incident o | L L
Median .067% of revenue / incident
* Recovery costs H
Average = $74,000 per incident $0 I-I B8 5 5 5 5 A 5 S

Mean = $6,000 per incident
1 2 3 4 5 6 7 8 9 10

* Frequency and duration Number of incidents
One incident per year

. I Median revenue losses
Downtime: 22 hours

I Average recovery costs

* Aberdeen Group, Automating Information Access Benchmark Research Report, September 2004
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Persistent Attacks and Zero Day Threats
ﬂ

» Constant Threat of Attacks and Zero-Day Threats

Companies experience 30+ attacks / week

Virus and worms attacks increasing at 11% annually

Slammer infected 75,000 hosts in 11 minutes

Network Computing estimates the cost per single incident of unknown buffer
overflow attack to be $98,306

< ~SecurityFocus ™

' ** Vulnerabilities *: Library ** Calendar_ *: Tools

SECURITYFOCUS NEWS

Hacking tool reportedly draws FBI subpoenas

» Variants, scripts, and automated tools essentially yield a persistent attack on
open exposures
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Solutions to Overcome Disruptions

9%: containment \

9%: recovery
and restoration

Intrusion prevention for
Networks and/or hosts

Threat assessment
-and management.iQols

.
es® Ta,

" [z Security event correlation **
‘e, and management

I.j.':i'réWaﬂs- at-network’* """
Gateways and/or PCs

*

.
.
se®
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82%: prevention
and avoidance

Recover Contain Prevent Uncertain

* Aberdeen Group, Automating Information Access Benchmark Research Report, September 2004
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Security Challenge = Business Problem
ﬂ

Network &
Security

Event

Noise

“after patching, putting out
fires, investigation and
remediation... produce the
audit report”

alarms, disconnected
events, false positives,
network anomalies

Never Inefficient

Costly Attack
gggﬁﬁt@ Business |dentification
Staff Dilemma & Response

Mitigate
Attacks

un-prioritized blended
attacks, day zero
attacks, worms... and
network issues

Compliance
& Audit
Mandates

Sarbox, HIPAA, GLBA,
FISMA, Basel Il... due
care and process
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Components of a Self-Defending Network

* Defense-in-depth

* Firewalls

* Proxies

* VPN

* Anti-virus

* Network IDS/IPS

* Host IDS/IPS

* Vulnerability Assessment
« Patch Management

* Policy Compliance

Workstations

* Router
* Switch
* Integrated Management
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Security Operations Response

Network
Operations

Firewall

EE ¢
’

Always Too Late

(" Reactive Steps:

1. Escalated Alert
2. Investigate

3. Coordinate

\ 4. Mitigate

~

.

«

Collect Network Diagram
Read and Analyze
TONS of Data...

IDS/IPS

VPN

‘7

Repeat

/

Vulnerability

7\

Scanners
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Servers

—>

Security
Operations

10K Win,

\100’8 UNIX

Authentication

Anti-virus

Router/Switch



Introducing Cisco Security Monitoring,

Analysis & Response System (CS-MARS%

« CS-MARS transforms raw network and security data into
actionable intelligence used to subvert real security incidents, as
well as maintain corporate compliance

* Network-intelligent correlation
* Incident validation

« Attack visualization

* Automated investigation

* Leveraged mitigation

« Compliance management

* High performance

* Low TCO

© 2005 Cisco Systems, Inc. All rights reserved. 8



CS-MARS Value Proposition

Alternative SIM Approaches

i
=

Centrally aggregate logs...
limited event reduction and
correlation

CS-MARS
Enterprise Threat Mitigation

Integrated network intelligence for
superior event aggregation, reduction,
and correlation

No network intelligence...
isolated device events

Events are dynamically NAT resolved,
correlated, grouped, and validated

Poor performance; achieved with costly
platforms and / or clustering

Full correlation in excess of 10,000
EPS and 300,000 flows / sec

Basic alerts, workflow, and reports...
lacks details for timely response

Visually depicts topology, valid
incidents; attack path details with layer
2 | 3 leveraged mitigation

Costly to buy, deploy, maintain
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Lowest TCO; immediate results, easy to
use and cost-effective deployment



CS-MARS: “Know the Battlefield”
ﬂ

: : Firewall Log IDS Event  Server Log

Gain Network Intelligence Switch Log Firewall Cfg. AV Alert
Topology, traffic flow, Switch Cfg. NAT Cfg. App Log
device configuration Router Cfg. Netflow VA Scanner
and enforcement devices :

* ContextCorrelation™ Isolated Events
Correlates, reduces and categorizes events
Validates incidents G:k)m el ,
BR -st'a HE
@ n-ssﬁxmﬁwu

192.168.4:0/24

&) &) n-192.158.3.0/24
BRI- WAN-Edge-Router
E‘,n

Valid Incidents

f——]

n-10.4.14.0/24

pixS06
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CS-MARS: “Command and Control”

_| INCIDENTS || QUERY / REPORTS || RULES ” MANAGEMENT ” ADMIN || HELP |

mSUMMARY | PN-MARS Standalone: demo2 v3.1 Login: Gordon, Scott (sgordon) :: | Logout | i [ Activate |

IPage Refresh Rate |

Mo Escalated Incidents

My Reports

Mo Reports Selected

=
B o
20.20.3.29 50303 28 COrp-SeMVEr-12

20& 0

Recent Incidents I all Severities VI
I24 T (A S | ]lncident 1D |Event Type |Matched Rule Action |Time |Path |
B notow 0 1:45713706@ 1IS DOT DOT EXEC@qTE@, Mimda Rule[d] Mov 3, 2004 1:22:09 PM PST
1IS Dot Dot Crash|g],
- EvenFs 1,315,757 WWW WinNT cmnd.exe Exec[d],
Sessions 515,468 WWW IIS Unicode Directory traversal[a),
Data 60% 11S CGI Double Decode|[q)
I24 HRedu‘;tlol?d . 1:457137054&7 Built/teardown/permitted IP connection@ Sasser Rule@ Mov 3, 2004 1:21:50 PM PST
our Incidents
B High = e 1:4571370447 Deny packet due to security policy[d] NetworkConfigError[a) Nov 3, 2004 12:22:19 PM PST
Megdium o 0% ° 14571370380 Deny packet due to security policy[a) NetworkConfigError[d] Mov 3, 2004 12:05:59 PM PST
-3
B Low = cgy, 11457137026 1IS DOT DOT EXECUTE(d), Mimda Rule[d] Mov 3, 2004 12:02:41 PM PST
| . 11S Dot Dot Crash[a],
L it . WWW WinNT crd.exe Exec[d],
IMl False Positives WWW IIS Unicode Directory traversal[d],
B Tobe 14,082 100% 11S CGI Double Decode@
confirmed
| ] System i 0% HotSpot Graph Attack Diagram
determined | Full Topo Graph | | Large Graph ||He|p I Large Graph ”Help |
I Loagged 0 0% oy
B oropped 0 0%
User 0 0%
confirmed
Total 14,082 100% &
C N
[To-do List °
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CS-MARS: “Connect the Dots”

ﬂ

&

_HQ-FW-3

n-10.00.1.0/24 =—=
‘ “n-10.33.30.0/24

{04 1.0/24
Pmbeqo-vir&ual- hest ~ \

n-10.33110.0/24

—
csa in;vuvevt

n-172.30.1.

192,165, 1.0/24
ES \
HQ-web-1 v‘ n-100.1.20.0/24
MARS HQ-RIDS1
~ aemo.
. ge-Route
n-10.3.1.0/24

WD.OIZAG

/Eazeway-47
g

40.40.1.23

e
C
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» Tee—__ B - ‘
n-172.29.110.0/24" - @
HQ-SW-3

1. Host A Port Scans Target X
2. Host A Buffer Overflow Attacks X

Where X is behind NAT device and
Where X is Vulnerable to attack

3. Target X executes Password
Attacks Target Y located
downstream from NAT Device

n-172:29.35.0/24

n-172.29.100.0/24
|

e

HQ-FW-2 n-172.2

n-172.30.2.0/24

« SureVector™ Analysis
Visible and accurate attack path

Drill-down, full incident and raw
event details

Pinpoint the true sources of
anomalous and attack behavior

More complete and accurate story

12



CS-MARS “Leveraged Mitigation”
ﬂ

* Use control capabilities within your
infrastructure 1) s
switch_se

Layer 2/3 attack path is clearly visible Switch

InterRC gter

Mitigation enforcement devices are identified

Exact mitigation command is provided
Router

n-10.4 4.0/24

Enforcement Device: switch_server[d], Suggested

Enforcement Device Information

Device Type Manager Children|Log Info
To
switch_server[d] Cisco Switch-  Protego Metwarks MARS \ Firewall =t
105 12.2 1.0 on pnvalis akwall

Interface Information

IDirection IIP Address IInterface Name IDNS Name |M ddress IMAC Update Time

i/ﬁﬁﬁfo;u
H-10 ;

317

Recommended Policy /Command

* configure t
%interface FastEthernet0/4 ]

no ip address
shutdown

—

13
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CS-MARS: Compliance Reports

Popular reports with customization and distribution options
Queries saved as rules or reports — intuitive framework (no SQL)

Report: Activity: Denies - Top Destination Ports Sep 8, 2004 1:07:45 PM PDT

Name IScheduIe |Format Re(ipientslouery [Description |Status Submitted Time Range
Activity: Denies - Every Normal! None Event type: AttacksProtected, This report ranks the destination ports Finished: Sep 8, Sep 8, 2004 Sep 7, 2004 1:07:39 PM
Top Destination hour FirewallPolicy Violation/ACL, to which attacks have been targetted 2004 1:07:43 PM 1:07:39 PM PDT PDT - Sep 8, 2004
Ports Query Type: Destination Ports ranked but denied. PDT 1:07:39 PM PDT
by Sessions

Time: 1dd:0hh:0mm:0ss

Report type: Destination Ports ranked by Sessions, 1dd:0hh:0mm:0ss

ISour(e IP lDestination 1P ]Service IEuents IDevi(e ISeverity Zone lOperotion IRuIe lAction Reported User

ANY ANY ANY AttacksProtected, FirewallPolicyViolation/ACL ANY ANY CA None ANY ANY ANY

Keywords: [None]

Avg/Min
380
340
300
260
220
180
140
100
60
20 g -
Tue 1PM Tue 8PM Wed 420 Wed 11AM
[Rank [[ount (# of sessions) lRaw Destination Port
[ ] 1 4704 445 [q)
— 2 3524 80 [q)
3 3349 26686 [q)
4 3183 135 [q)
] 5 2531 47683 [a)
| 6 1183 1026 [4)
7 1144 o[q
(] 8 768 139 (@)
| 9 684 9898 [q)
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CS-MARS: Correlation and Reduction
ﬂ

— Descriptive rule framework Significant

PROTEGO
3

NETWoRKS and incident details s consolidation

[ Incidents |[ False Positivied

>

GEMENT || ADMIN ” HELP I

2P, 2004 4:36:40 PM PST |

INCIDENTS | PN-MARS Standalone: demo2 v3.2 Login: Gordon, Scott (sgordon) i [ Logout | #i [ Activate |
Incident ID: [sozkszg2z Show
Session ID: Show
=0 Matched Rule: Successful Reconn and Buffer Overflow
Description: Successful Reconn and Buffer Overflow
Offset|Open |Source|IP |Destination |Service Event Device|Severity|Counts| ) ActionfOperation|Time-
{ 1P Name Close range
1k $TARGETOZ |$TARGETO1 ANY Probe/HostSweep/MNon-stealth ANY ANY 1 OR
2 $TARGETOZ |$TARGETO1 ANY Probe/PortSweep/Stealth ANY ANY 1 FOLLOWEDQ-BY
3 $TARGETOZ |$TARGETOL  ANY Penetrate/BufferOverflow/DNS, Penetrate/BufferOverflow/FTP, ANY ANY il FOLLOWEDQ-BY

Penetrate/BufferOverflow/Mail, Penetrate/BufferOverflow/RPC,
Penetrate/BufferOverflow/Login, Penetrate/BufferOverflow/web

4 $TARGETO1|ANY ANY Info/allSession ANY ANY 3 Oh:0Sm

Incident ID: 592352825 I Escalate | I Expand All I | Collapse all I
Offset|Session f Incident [(Event Type Source IP/Port Destination IP/Port Protocol|Time Reporting Path / Tune
ID Device Mitijgation
i ICMP Ping Network Sweep|[d) 40.40.1.23 9] 192.168.1.10 [q) [=] Total: 2
1 $:73993850, ICMP Ping Network Sweep[a]A 4040.1.23 [9 | o [q) 192.168.1.10 [d]|o [d) ICMP [q] Mov 22, 2004 7:02:52 HQ-Sw-1-idsm [N False
159235282 PST B Positive
1 5173993851, ICMP Ping Network Sweep (3] 4040123 (@) | o[@ [19246s.1.10[@)|o[@  1cwmp [4) Mov 22, 2004 7:02:5f AM HQ-NIDS1[q) False
1:59235282F PST Positive
3 $:73993900, WWW IIS .ida Indexing Service 40.40.1.23 [4] | 2500 [d)|192.168.1.10 [d]|s0 [A] TCP [d) Mowv 22, 2004 7:02; Q-Fw-1[d), False
1:59235282T overflow[d)&T PST HQ-NIDS1[q), Positive
HQ-SW-1-idsm
[Ze
Built/teardown/permitted IP connection[qa] [192.168.1.10 [q] 10.1.1.10 [q] [E] Total: 3
4 $:73993871, Built/teardown/permitted IP connection[d] | 192.168.1.10 [d) 0 [d] 10.1.1.10[d) 4000 [9) TCP [@] Mov 22, 2004 7:02: HQ-Fi-1[d) False
1:59235282 & PST Positive
4 $:73993872, Built/teardown/permitted IP connection(d] | 192.168.1.10 [4] §3 [@) 10.1.1.10 (@] 4001 [9) Tcp [@] Mov 22, 2004 7:02: HQ-Fw-1[d] False
1:59235282F & PST Positive
4 $:73993873, Built/teardown/permitted IP connection[d] | 192.168.1.10 [4) 1 [d] 10.1.1.10[d) 4002 [9) TCP [d] Mov 22, 2004 7:02:52 ANHQ-Fw-1[d] & False
- 1:59235282 & PST Positive
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The CS-MARS Advantage
ﬂ

e Superior Functionality, Lowest TCO

* Immediate results
Quick install, out-of-box use, web-based HTML console
Agentless capture, embedded Oracle®, no dba necessary
Supports popular network and security device y '

\ 40\ 50 /
. cr- ’ e §'607
« Optimized performance and scalability 300 0 1 0/1 17w~
et : -2 ot
Rapid in-line processing _Tw
~over 10,000 EPS with all features active \ ’E’O

High capacity RAID storage, continuous NFS archive
Global controller supports distributed CS-MARS management
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CS-MARS Lineup
ﬂ

* Appliance convenience

Complete integrated system; no additional hardware, platform, database,
or agent software to purchase, install, and maintain

No need to determine nodes, admins, agents or other licensing
Hardened OS, roles-based admin. and secure communications

Model CS-MARS 20 CS-MARS50  CS-MARS100e  CS-MARS100  CS-MARS200 CS-MARS GC
Events / Sec. 500 1,000 3,000 5,000 10,000 na
Flow / Sec. 10,000 25,000 75,000 150,000 300,000 na
RAID Storage 120GB* 240GB 750GB 750GB 1TB 1TB

+not RAID
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Enterprise Threat Mitigation
ﬂ

« Empowers operators to maintain network availability

* Leverages network and security infrastructure

* Reduces noise and false alarms for better response

« Streamlines investigation, compliance and management
» |ldentifies significant, sophisticated, rapid threats

» Delivers return on security investment

CS-MARS

Effective. Efficient. Integrated.

© 2005 Cisco Systems, Inc. All rights reserved. 18



Cisco SYSTEMS

© 2005 Cisco Systems, Inc. All rights reserved.

19



